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Abstract — The relationships among autonomous
systems (ASes) can be categorized into three types: 1)
transit, 2) peering and 3) sibling. Since customer ASes
purchase the Internet access from provider ASes over
transit links and any two ASes can exchange their traf-
fic without any payment over peering links, transit links
cost more than peering links from the economical point
of view. We propose an inter-AS distance estimation
method with eigenvalue analysis based on a traffic-flow/-
volume assumption so that transit links are more distant
than peering links. We evaluate this method with two
topology datasets: 1) the topology generated by a topol-
ogy generator Inet-3.0 and the inferred Internet topol-
ogy from the real Internet routing table. We show that
the proposed method can estimate the inter-AS distance
on the basis of types of AS relationships (i.e., transit is
more distant and peering is closer).

Keywords: inter-AS distance, AS relationships, economics,
eigenvalue analysis

1 Introduction

The Internet consists of thousands of autonomous
systems (ASes) operated by different administrative do-
mains such as Internet service providers (ISPs), compa-
nies and universities. The relationships between neigh-
boring ASes can be categorized into three types [1]: 1)
transit, 2) peering and 3) sibling. From the econom-
ical point of view, transit links cost more than peer-
ing links because customer ASes purchase the Internet
access from provider ASes over transit links. There-
fore, customer ASes are willing to reduce their traffic
exchanged with their provider ASes. For the reduction
of the traffic over transit links, a novel routing architec-
ture on the basis of AS relationships is required.

In recent studies [2-5], topology-aware overlay rout-
ing architectures have been proposed to reduce the inter-
AS traffic. We have used the types of AS relationships as
routing metric by transforming them into cost in peer-
to-peer content delivery networks to achieve efficient re-
source utilization; we have proposed a path control ar-
chitecture which takes into account the types of AS rela-
tionships, and we have shown that the architecture can
reduce inter-AS traffic, especially traffic through high-
cost transit links [5]. However, most commercial ISPs
cannot disclose the relationships among ASes. Hence,

it is difficult to use inter-AS resources efficiently in the
real Internet and the inter-AS distance estimation is re-
quired.

Gao [1] has proposed an algorithm to infer the rela-
tionships among ASes. The author has shown that the
relationships can be inferred by comparing the number
of neighbors between two neighboring ASes, analyzing
the paths in Border Gateway Protocol (BGP) routing
tables according to the valley-free path model. Battista
et al. [6] have mapped the type-of-relationship prob-
lem into the weighted MAX2SAT problem to compute
the orientation on transit. They have also referred to
the WHOIS database [7] as the organization informa-
tion database to infer the sibling relationship. However,
these approaches do not estimate the relationships nu-
merically and they require the AS paths retrieved from
the routing table, and consequently, it is difficult to ap-
ply the relationships inferred by the algorithm as routing
metric.

In this paper, we propose and evaluate an inter-
AS distance estimation method based on a traffic-flow /-
volume assumption by using the AS adjacency matrix,
not the AS paths, so that transit links are more distant
than peering links. The traffic over transit links is highly
asymmetric and that over peering links is nearly sym-
metric, and consequently, we can estimate the inter-AS
distance from the amount of traffic exchanged between
two neighboring ASes. We assume larger ASes exchange
a larger amount of traffic. According to this assumption,
we can estimate the magnitude of each AS recursively,
and we can also estimate the inter-AS distance. In the
proposed method, we do not use BGP routing tables
but the adjacency matrix of AS graph and the eigen-
value analysis to calculate the exchanged traffic.

We show that the proposed method can estimate the
inter-AS distance with distinction between peering and
transit, and moreover, several times recursion in the es-
timation delivers more accurate inter-AS distance esti-
mation. The contribution of this paper is to quantify AS
relationships as the inter-AS distance for the economical
overlay routing without BGP routing tables.

2 Autonomous Systems

The routing among ASes is determined by the inter-
domain routing protocol such as BGP [8]. We describe
the routing policy, economics and the overview of the
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Figure 1: Example of AS relationships and best paths in
BGP. The inter-domain routing policy results in the valley-
free path topology.

AS relationships inference in the following subsections.

2.1 Routing Policy and Economics

The relationships between neighboring ASes can be
categorized into three types, and there is a certain rout-
ing policy for each relationship [1,9]. We describe the
relationships, economics and the routing policy below.

1. Transit: An AS purchases the Internet access from
another AS by paying some amount of money ac-
cording to the bandwidth usage. This is also called
customer-to-provider (¢2p) relationship or provider-
to-customer (p2c) relationship. A provider AS ex-
ports its routes and its customer routes, and as
well as its provider or peer routes. On the other
hand, a customer AS exports its routes and its
customer routes, but usually does not export its
provider or peer routes [1].

2. Peering: A pair of neighboring ASes can exchange
traffic directly and the traffic exchanged between
two peering ASes is free of charge. However, when
the traffic becomes highly asymmetric, one party
will start charging the other according to the band-
width usage [10]. This is also called peer-to-peer
(p2p) relationship. A peer AS exports its routes
and its customer routes, but usually does not ex-
port its provider or peer routes [1].

3. Sibling: Multiple ASes can belong to the same or-
ganization. Even though each AS might be man-
aged separately from the perspective of network
administration, traffic can be exchanged among
them without any payment. This is also called
sibling-to-sibling (s2s) relationship. A sibling AS
exports its routes and routes of its customers, and
as well as its provider or peer routes [1].

This policy results in valley-free paths [8] in the inter-
domain routing. We show an example of AS relation-
ships and the best paths according to this policy in Fig-
ure 1. A walley-free path means that a path between
two any ASes traverses first uphill (¢2p) links and goes
across one peering link at most and then traverses down-
hill (p2c¢) links when we ignore the sibling links.

2.2 AS Relationships Inference

The relationships among ASes can be inferred by
comparing the number of neighbors (degree) between
two neighboring ASes, analyzing the paths in BGP rout-
ing tables, and referring to the organization information
database. We describe the overview of AS relationships
inference methods as follows;

1. Transit inference: All the routes in the Internet
are constructed according to the valley-free path
model. Valley-free paths can be mapped into the
2SAT problem [6]. Additionally, the degree (i.e.,
the number of neighbor ASes) of a provider AS is
generally larger than that of the customer AS on
transit [1,11]. The provider-customer relationship
can be inferred by solving the weighted MAX2SAT
problem mapped from the AS graph [12], so that
we eliminate the contradictions against the valley-
free path and provider ASes have larger degrees.

2. Peering inference: According to the valley-free path
model, only one at most peering link can exist in
a path, so we can replace one link belonging to
the top provider into peering without a new con-
tradiction. Moreover, the degrees of two peering
ASes are nearly equal in most cases [1,12]. From
these heuristics, peering links can be inferred.

3. Sibling inference: Sibling ASes can be inferred
from their organization information registered in
public databases such as WHOIS database [7] and
IRR (Internet Routing Registry) [13].

The relationships among ASes are more complex and
not flat in the real Internet; for instance, some ASes
pay some amount of money to peering ASes when the
exchanged traffic is highly asymmetric. Hence, it is es-
sential to estimate the relationships numerically when
we use the type of AS relationships as a routing metric.
However, these inference methods cannot estimate the
relationships numerically.

3 Inter-AS Distance Estimation

We propose an inter-AS distance estimation method
adopting eigenvalue analysis based on a traffic-flow/-
volume assumption. The inter-AS distance denotes the
distance between two adjacent ASes based on the type
of the AS relationship, and we define it so that transit



links are more distant than peering links. We assume
the egress traffic from AS i to AS j is in proportion
to the magnitude of AS j, and the magnitude of AS i
is in proportion to the total ingress traffic to the AS.
We calculate the steady-state of traffic according to this
assumption, and define the total ingress/egress traffic as
the magnitude of each AS recursively. We describe the
AS magnitude estimation method and inter-AS distance
estimation method based on the magnitude below.

An AS relation matrix A™ is defined in Equation
(1). Each diagonal element of A is 0, and the other
elements are defined by Equation (2) in the base case,
and by Equation (3) in the other cases. 1™ denotes the
magnitude of each AS calculated from the matrix A
recursively. The base case is n = 0, and the matrix A
is defined recursively for n > 1(n € Z). That is, A©) is
the adjacency matrix of AS graph.
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Here, agL) denotes the egress traffic from AS i to AS
4. In order to equalize the ingress and egress traffic on
each AS, we define normalized AS relation matrix (i.e.,
traffic transition matrix) B(™ in Equation (4).

a

SER (4)

k Gik

B —

Finally, we calculate the steady-state of the traffic
by eigenvalue analysis. The steady-state of the traffic
processed by AS i is the ith element of the left eigen-
vector 9™ corresponding to the maximum eigenvalue,
and we define ¥(") as the magnitude in log-arithmetic
scale by Equation (5).

v = logg ("/’(n)> (5)

Table 1: Evaluation 1: The number of links and the propor-
tion for each relationship (Inet-3.0 dataset)

relationship #links  proportion
peering (p2p, Arank = 0) 1,915 22.0%
transit (p2c/c2p, |Arank| =1) 6,775 78.0%

Since peering is the connection among equal mag-
nitude ASes and a smaller-magnitude (customer) AS
purchases the Internet access from a larger-magnitude
(provider) AS by paying some amount of money accord-
ing to the actual bandwidth usage on the transit, the
difference of magnitude between two neighboring ASes
roughly represents the traffic charge.

We define the difference of magnitude between AS
¢ and AS j as the inter-AS distance in Equation (6).

Here, \Ill(-") is the magnitude of AS i.
(n) _ gy (n)

4 Evaluation

We evaluate the proposed inter-AS distance estima-
tion method with two topology datasets: 1) the topology
generated by Inet-3.0 [14] and 2) the inferred Internet
topology. We show the relation between AS relation-
ships and the inter-AS distance AU, Moreover, to
make a quantitative evaluation, we adopt ROC! analysis
on inferring the relationships from A¥(™ by Equation
(7) with sliding the threshold.

AT > ¢h(n) 1 p2c
AU < _p(m) : e2p (7)
—th( < AT < ¢p(m p2p

(th(™ : threshold)

4.1 Evaluation 1: Topology Generator

First, we evaluate the proposed method with a topol-
ogy generated by a topology generator. We employ
Inet-3.0 [14] as a generator, and generate a topology
dataset with the following parameters; the total num-
ber of nodes in the topology is 5,000, the fraction of
degree-one nodes is 0.3, the size of the plane used for
node placement is 10,000, and the seed to initialize the
random number generator is 0. This dataset includes
5,000 ASes and 8,690 inter-AS links.

We first calculate the spanning tree which root has
the maximum degree in the topology, and define the
hop count (hops(rot,s)) from the root to AS 7 as rank; in
Equation (8). Then, we define the difference of rank be-
tween two associated ASes (AS ¢ and AS j) as Arank;;

1Receiver Operating Characteristic
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Figure 4: Evaluation 1: Recursion times and area under the
ROC curve on inferring each relationship. This figure shows
that the proposed estimation method for n = 2 improves
most in accuracy both of p2p and p2c¢/c2p relationships in-
ference.

in Equation (9).

(8)
(9)
In the generated topology, Arank;; is —1, 0 or 1,

so we assume that AS relationships are determined as
follows:

rank; := hops(root,i)

Arank;; = rank; — rank;

—1 : p2c
Arank;; =<0 . p2p (10)
1 1 c2p

Accordingly, we show the proportion for each relation-
ship in Table 1.

Figure 2 represents the distribution of AW nor-
malized by the area for each relationship at n € {0, 1,2, 3}.
From Figure 2, we can see p2p links are distributed
around the point of A¥(™ = 0 compared to p2c and ¢2p
links. This figure also shows that several times recursion
in the estimation in magnitude improves the accuracy
on inferring peering links (i.e., A¥(™) of peering links is
strongly distributed around 0).

We evaluate the proposed method quantitatively with
ROC analysis. Figure 3 represents the ROC curve on
inferring peering (p2p) and transit (p2c or ¢2p), and
Figure 4 represents the area under the ROC curve on
inferring each relationship. Figure 4 shows the proposed
estimation method for n = 2 improves most in accuracy
of the p2p relationship inference. The proposed method
for n = 2 increases the area under the ROC curve by
21.3% on inferring peering, and by 4.58% on inferring
transit compared to that for n = 0. Besides, we evalu-
ate false positive rate (fpr) and true positive rate (tpr)
at the optimal threshold. We choose the farthest point

Table 2: Evaluation 1: False positive rate (fpr) and true
positive rate (tpr) on inferring each relationship for the op-
timal threshold

threshold p2p c2p/p2c
for tpr for tpr
th® =142 [ 0452 0.822 | 0.0326 0.548
th® =205 || 0.241 0.836 | 0.0297 0.759
th® =289 || 0.165 0.860 | 0.0254 0.835
th® =3.01 || 0.0921 0.754 | 0.0445 0.908

Table 3: Evaluation 2: The number of links and the propor-
tion for each relationship (CAIDA dataset)

relationship #links  proportion
sibling (s2s) 209 0.367%
peering (p2p) 3,684 6.47%
transit (p2c/c2p) 53,003 93.2%

on the ROC curve from the line y = = as the optimal
threshold, then we show false positive rate (fpr) and
true positive rate (tpr) on inferring each relationship
in Table 2 in adopting the optimal threshold. Table 2
shows that the proposed estimation method can infer
the relationship in higher accuracy with the recursive
estimation.

4.2 Evaluation 2: Inferred Internet Topology

Second, we evaluate the proposed method with “The
CAIDA AS relationships dataset (09/06/2008)” [15] as
a correct AS relationships and topology. The relation-
ships in this dataset are inferred by analyzing collected
AS paths according to Gao’s AS relationships inference
algorithm [1]. This dataset includes 28,253 ASes and
56, 896 inter-AS links. We write up the number of inter-
AS links and the proportion for each relationship in-
cluded in the dataset in Table 3. Table 3 shows that
93.2% of inter-AS links are transit, and only 0.367% are
sibling.

In the same way as the evaluation with the topology
generated by Inet-3.0 (Evaluation 1), we evaluate the
proposed method with ROC analysis. Since only 0.367%
of inter-AS links are s2s links, we do not evaluate the
estimation on s2s links. Figure 5 represents the ROC
curve on inferring peering (p2p) and transit (p2c or ¢2p),
and Figure 6 represents the area under the ROC curve
on inferring each relationship. We could not evaluate
for n larger than 5 due to the restriction of the accuracy
in the floating-point number calculation.

Figure 6 shows the proposed estimation method for
larger n improves in accuracy of the p2p relationship
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Figure 2: Evaluation 1: Distribution of AU normalized by the area for each relationship (n € {0,1,2,3}). This figure
shows that the accuracy on inferring peering links is improved by several times recursion in the estimation in magnitude;
AT™ of peering links is distributed around 0 in comparison with that of transit links.

Table 4: Evaluation 2: False positive rate (fpr) and true
positive rate (tpr) on inferring each relationship for the op-
timal threshold

threshold p2p c2p/p2c
fpr tpr fpr tpr
th® =197 || 0.614 0.953 | 0.00350 0.386
th(Y =270 || 0.402 0.879 | 0.00897 0.599
th® =362 | 0.304 0.883 | 0.0114 0.694
th® =435 || 0260 0.865 | 0.0182 0.731

inference. The proposed method for n = 2 increases the
area under the ROC curve by 21.0% on inferring peering,
and by 0.102% on inferring transit compared to that for
n = 0. Besides, we show false positive rate (fpr) and
true positive rate (tpr) on inferring each relationship in
Table 4 in adopting the optimal threshold.

5 Discussion

The difference between the topology generated by
Inet-3.0 and the inferred Internet topology

We evaluated the proposed inter-AS distance estima-
tion method with two topology datasets: 1) the topol-
ogy generated by a topology generator Inet-3.0 and 2)
the inferred Internet topology. The evaluation delivers
the proposed method suits for both topologies. What is
the difference between these two topologies? Since the
inferred Internet topology is measured at just a part of
the Internet, it does not include unobservable links due
to the valley-free path topology. Therefore, the result
on the evaluation with the generated topology shows
that the proposed method is applicable for both an AS
topology graph and a spanning subgraph of it.

Complementing the inter-AS distance of unobserv-
able links from the spanning subgraph

What is the advantage of the proposed method in
comparison with the other AS relationships inference
methods based on path analysis? When we use the type
of AS relationships as an overlay routing metric, nodes
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Figure 3: Evaluation 1: ROC curve on inferring peering and transit for n € {0,1,2,3}. Both peering and transit links can
be distinguished by the recursive estimation in magnitude. However, the recursive estimation for larger n (n > 3) makes the
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Figure 5: Evaluation 2: ROC curve on inferring peering and transit for n € {0,1,2,3}. Peering links can be distinguished
by the recursive estimation in magnitude. However, the recursive estimation for larger n makes the accuracy of the p2c/c2p

relationship inference worse.

in the overlay network can find the unobservable links.
Since these nodes cannot refer to the BGP routing table
and it is hard to gather enough paths, we cannot infer
the type of AS relationships of the unobservable links.
The proposed method does not require the routing ta-
ble (AS paths), and the magnitude can be estimated
from the spanning subgraph. Hence, we can comple-
ment the inter-AS distance of unobservable links from
the estimated magnitude. We show an example of the
complement in Figure 7. We will evaluate the difference
between the distance estimated from the full-graph and
the complemented distance estimated from the spanning
subgraph in future.

The mismatch between the routing policy and the
traffic charge

We adopt “The CAIDA AS relationships dataset (09
/06/2008)” [15] as a correct AS relationships and topol-

ogy dataset for the evaluation. The relationships in this
dataset are inferred by Gao’s algorithm [1], and con-
sequently, this dataset can include erroneous inferences
and the mismatch between the routing policy and the
traffic charge such as so-called paid peering relationship.
The proposed method is not based on the routing policy
but based on the traffic volume, so the proposed method
can annotate the mismatch. We will evaluate this point
in future.

The validity of the traffic-flow/-volume assumption
and modeling the inter-AS traffic

We assume that larger ASes exchange a larger amount
of traffic, and the egress traffic is in proportion to the
magnitude of the neighbor AS. However, we have not
evaluated the validity of this assumption itself. If this
assumption is not valid, the results of AS relationships
inference from the inter-AS distance would be more in-
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Figure 6: Evaluation 2: Recursion times and area under the
ROC curve on inferring each relationship. This figure shows
that the proposed estimation method for larger n improves
in accuracy of the p2p relationship inference, but it makes
the accuracy of the p2c/c2p relationship inference worse.

accurate. We will evaluate the assumption, then we will
reconsider it to improve the inter-AS distance estima-
tion.

6 Conclusion

In this paper, we proposed and evaluated a mathe-
matical inter-AS distance estimation method on the ba-
sis of AS relationships. The proposed method achieves
to estimate the inter-AS distance without BGP routing
tables (AS paths) but with the adjacency matrix of AS
graph. The contribution of this paper is to quantify AS
relationships as the inter-AS distance for the econom-
ical overlay routing without BGP routing tables. The
proposed inter-AS distance estimation method is appli-
cable for both the topology generated by Inet-3.0 and
the real Internet topology, and several times recursion in
the estimation delivers more accurate inter-AS distance
estimation.

As future work, we will evaluate so-called paid peer-
ing relationship; one peer AS pays some amount of money
to the other when the exchanged traffic is highly asym-
metric on peering. We project that the proposed inter-
AS distance estimation method can infer paid peering
relationship by evaluating the difference of magnitude
around the threshold.
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